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1 . This international preliminary examination report has been prepared by this International Preliminary Examining Authority 
and is transmitted to the applicant according to Article 36. 

2. This REPORT consists of a total of 7 sheets, including this cover sheet. 

E3 This report is also accompanied by ANNEXES, i.e. sheets of the description, claims and/or drawings which have 
been amended and are the basis for this report and/or sheets containing rectifications made before this Authority 
(see Rule 70.16 and Section 607 of the Administrative Instructions under the PCT). 

These annexes consist of a total of 6 sheets. 



3. This report contains indications relating to the following items: 



Basis of the report 



Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial applicability; 
citations and explanations suporting such statement 

Certain documents cited 

Certain defects in the international application 

Certain observations on the international application 
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□ 


V 
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Date of completion of this report 
20.03.2001 


Name and mailing address of the international 
preliminary examining authority: 

^ European Patent Office 
D-80298 Munich 
Z^r 1 Tel. +49 89 2399 - 0 Tx: 523656 epmu d 
Fax: +49 89 2399 - 4465 


Authorized officer ^S^sX^ 
Van de Maele, L f }) 

Telephone No. +49 89 2399 8805 
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INTERNATIONAL PRELIMINARY 
EXAMINATION REPORT 



international application No. PCT/GB99/0421 9 



I. Basis of the report 

1 . This report has been drawn on the basis of (substitute sheets which have been furnished to the receiving Office in 
response to an invitation under Article 14 are referred to in this report as "originally filed" and are not annexed to 
the report since they do not contain amendments (Rules 70. 16 and 70. 1 7).)\ 
Description, pages: 



1 ,3-1 1 as originally filed 

2 as received on 04/01/2001 with letter of 29/12/2000 
Claims, No.: 

1-19 as received on 04/01/2001 with letter of 29/1 2/2000 



2. With regard to the language, all the elements marked above were available or furnished to this Authority in the 
language in which the international application was filed, unless otherwise indicated under this item. 

These elements were available or furnished to this Authority in the following language: , which is: 

□ the language of a translation furnished for the purposes of the international search (under Rule 23.1 (b)). 

□ the language of publication of the international application (under Rule 48.3(b)). 

□ the language of a translation furnished for the purposes of international preliminary examination (under Rule 
55.2 and/or 55.3). 

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the 
international preliminary examination was carried out on the basis of the sequence listing: 

□ contained in the international application in written form. 

□ filed together with the international application in computer readable form. 

□ furnished subsequently to this Authority in written form. 

□ furnished subsequently to this Authority in computer readable form. 

□ The statement that the subsequently furnished written sequence listing does not go beyond the disclosure in 
the international application as filed has been furnished. 

□ The statement that the information recorded in computer readable form is identical to the written sequence 
listing has been furnished. 

4. The amendments have resulted in the cancellation of: 

□ the description, pages: 

□ the claims, Nos.: 

□ the drawings, sheets: 
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5. □ This report has been established as if (some of) the amendments had not been made, since they have been 

considered to go beyond the disclosure as filed (Rule 70.2(c)): 

(Any replacement sheet containing such amendments must be referred to under item 1 and annexed to this 
report.) 

6. Additional observations, if necessary: 



V. Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 

1. Statement 



Novelty (N) 


Yes: 


Claims 


2-12,14-19 




No: 


Claims 


1,13 


Inventive step (IS) 


Yes: 


Claims 


8-12,16-19 




No: 


Claims 


1-7,13-15 


Industrial applicability (IA) 


Yes: 


Claims 


1-19 




No: 


Claims 





2. Citations and explanations 
see separate sheet 

VII. Certain defects in the international application 

The following defects in the form or contents of the international application have been noted: 
see separate sheet 

VIII. Certain observations on the international application 

The following observations on the clarity of the claims, description, and drawings or on the question whether the 
claims are fully supported by the description, are made: 
see separate sheet 
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Cited documents: 

D1: WO 98 08344 A 
D2: FR2 681 165 A 



Re. sections V and VIII 



1 .a Apparatus claim 1 

The subject-matter of claim 1 does not appear to involve an inventive step having 
regard to the prior art disclosed D1 . 

D1 namely already describes, in correspondence with the preamble of claim 1, an 
apparatus for reception, storage and display of data in electronic format (D1 , 
abstract and fig. 1, "14"). This apparatus also comprises data storage means, 
data display means and data transmission/reception means (D1 , page 7, 
paragraph 3). Received data is decrypted and stored in the data storage means 
(D1 , page 7, paragraph 3). It is not known from D1 to perform decryption in the 
reception means, however, D1 (page 7, third paragraph) teaches that this can be 
done by any combination of soft- and hardware and therefore selecting the 
reception means for this purpose is just one of the alternatives among which a 
skilled person would select. The apparatus of D1 also comprises storage means 
for storing an encryption key (D1, page 10, first paragraph). 

According to the characterizing part of claim 1, the encryption key is only used to 
address the ROM to find the decryption key for the received data. Moreover, 
there are no features in claim 1 which define a use of that key for encrypting. 
Therefore, this key is merely an index or pointer to the decryption key stored ROM 
of the apparatus. Document D2, which also describes an apparatus for receiving 
encrypted data, already teaches the use of an index into ROM (D2, page 4, lines 
2 to 9) to retrieve the decryption key and to use the latter for decrypting the 
received data. 

The apparatus defined in claim 1 can not only receive encrypted data, decrypt it 
and store it in memory, it can also process the data in the reverse manner. It is 
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however explicitly indicated in D1 that this can also be done with the apparatus 
described therein (D1 , page 6, first paragraph). 

Therefore, all features of the claimed subject-matter of claim 1 are known from D1 
and D2. Both documents relate to the same problem of exchange of electronic 
information in encrypted form and thus the skilled person would consider 
combining the features known from these documents. Therefore, claim 1 does 
not meet the requirements of Article 33(3) PCT. 

1 .b Dependent claims 2 to 7 

The features of the dependent claims 2, 5 and 7 are also already known from D1 
(D1, pages 3. 7 and 10). 

The features of claims 3, 4 merely represent a choice of the key and memory size 
which does not appear to be relevant 

Claim 6 merely defines the use of a well known type of communication link. 

Therefore, none of the dependent claims appears to add an inventive step to the 
subject-matter of claim 1 and thus also these claims do not meet the 
requirements of Article 33(3) PCT. 

2. a Independent method claim 13 

Claim 13 appears to merely define a method for transmitting encrypted data 
between two devices. Merely as an example, prior art document D1 already 
describes (D1 , page 7, second paragraph) such a method for transmitting 
encrypted data from an apparatus (D1 , host computer) to a data store (D1 , 
memory of unit 32). 

Therefore, the subject-matter of claim 13 is anticipated by the disclosure of D1 , 
and thus claim 13 does not meet the requirements of Article 33(2) PCT. 
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2. b Dependent method claims 14 to 19 

Dependent claims 14 to 19, as far as they are dependent on claim 13 for what 
concerns claims 16 to 19, do not add anything of inventive significance to claim 
13. They either relate to standard practice of storing data or to standard 
communication means or well known types of data. Therefore, these claims do 
not meet the requirements of Article 33(3) PCT 

3. a Independent method claims 8 and 12 

Claims 8 and 12 appear to relate to the transmission of electronic data from a 
data source to an apparatus and from an apparatus to a data store respectively. 

There appears to be no real difference between the data source of claim 8 and 
the apparatus of claim 12 or between the apparatus of claim 8 and the data 
storage of claim 12. Therefore, both claims are merely different from one another 
in that they use a different wording for defining the same subject-matter. 
Therefore, these claims lack of conciseness and thus do not meet the 
requirements of Article 6 PCT 

Having regard to claim 8, it is clear from point (v) that the encryption key has 
been set by the data source and copied by it to the apparatus during the previous 
communication. Therefore, it should be clearly defined in point (ii) that the 
determination of the encryption key is based on the apparatus identification code 
which is used to find that key. This is an essential feature because as the data 
source does not send back any information to the data receiving apparatus during 
the communication about the used encryption key, it is absolutely necessary that 
the data source uses the encryption key which the apparatus expects it has used. 
Otherwise the decryption in the data receiving apparatus will fail. The expression 
"thereby" is not considered to clearly enough define that the apparatus identity is 
used to retrieve the encryption key and therefore, also for this reason, claim 8 
does not meet the requirements of Article 6 PCT. The same observation applies 
to claim 12. 

However, interpreting the expression in the sense as indicated above, it appears 
that the subject-matter of claims 8 and 12 is new and involves an inventive step 
and thus these claims meet the requirements of Article 33 PCT 
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3.b Dependent claims 9 to 11 and 16 to 19 

Claims 9 to 11 and claims 16 to 19, as far as they are dependent on claim 12, 
also meet the requirements of Article 33 PCT. 

Re. section VII 

1 . Claim 13 appears to only include features which are also included in claim 12. 
Therefore, claim 12 should be reworded as a dependent claim of claim 13, Rule 
6.3b PCT 
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a RELD8 8EARCHED 



Mntnum otocumentation searched (ctassfftcation system folowed by classification symbols) 

IPC 7 G06F H04L 



Documentation searched other than msiinum documentation to the extent that such documents are Included In the fields searched 



BectronJc data base consulted during the hitetnaflonal search (name of data base and, where practical, search terms used) 
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Invention 

"X" document of particular relevance; the claimed invention 
canriot be considered novel or camot be considered to 
tivorve an Inventive step when the document Is taken alone 

"Y" document of particular relevance; the claimed twention 
cannot be considered to Involve an biventtve step when the 
document Is combfried with one or more other such docu- 
ments, such combbiation being obvious to a person sidled 
In the art. 
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FOR FURTHER 888 Notification of Transmittal of International Search Report 
* (Form PCT/ISA/220) as well as, where applicable, Item 5 below. 
ACTION 


International application No. 
PCT/GB 99/04219 


International filing date (day/month/year) 

20/12/1999 


(Earliest) Priority Date (day/month/year) 

18/12/1998 


Applicant 

JARMAN, David, Michael 



This International Search Report has been prepared by this International Searching Authority and Is transmitted to the applicant 
according to Article 1 8. A copy Is being transmitted to the International Bureau. 

This International Search Report consists of a total of 2 sheets. 

[X| It Is also accompanied by a copy of each prior art document cited In this report 



of the report 

a. WHh regard to the language, the International search was carried out on the basis of the International application In the 
language In which It was filed, unless otherwise Indicated under this Item. 

I I the International search was carried out on the basis of a translation of the International application furnished to this 
— Authority (Rule 23.1(b)). 

b. With regard to any nucleotide and/or amino acid sequence disclosed In the International application, the International search 
was carried out on the basis of the sequence listing : 

| | contained In the International application In written form. 

filed together wtth the International application In computer readable form, 
furnished subsequently to this Authority In written form, 
furnished subsequently to this Authority In computer readble form. 



2. 
3. 



□ 
□ 
□ 
□ 

□ 

□ 
□ 



the statement that the subsequently furnished written sequence listing does not go beyond the disclosure In the 
International application as tiled has been furnished. 

the statement that the Information recorded In computer readable form Is Identical to the written sequence listing has been 
furnished 

Certain claims were found unsearchable (See Box I). 
Unity of invention is lacking (see Box II). 



4. Wtth regard to the title, 

[X| the text Is approved as submitted by the applicant. 

| | the text has been established by this Authority to read as follows: 



5. Wtth regard to the abstract, 

[X| the text Is approved as submitted by the applicant. 

□ the text has been established, according to Rule 38.2(b), by this Authority as It appears In Box III. The applicant may, 
within one month from the date of mailing of this International search report, submit comments to this Authority. 

6. The figure of the drawings to be published with the abstract Is Figure No. 

I | as suggested by the applicant. (X| None of the figures. 

| | because the applicant failed to suggest a figure. 

| | because this figure better characterizes the Invention. 
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^|^ :t "^^ v friendly. Systems which have been proposed for use in 
" this area include those described in EP - A- 06654 86 , WO 

95/08231 and WO99/12087, though the last of these does 
not form part of the state of the art. All seek to 
5 enhance the security against copying by using 

cryptographic techniques and generally require the use 
of encryption/decryption keys which are transmitted, 
after an authenticated request has been received, e.g. 
over a suitable communications link which has been 
10 established for that purpose. 

The present invention provides apparatus for the 
transmittal, reception, storage and display of data in 
an electronic format in which there is provided a casing 
15 that includes a data storage means, a data display 

means, and a data transmission/reception means including 
at least one output/input port, and wherein the data 
transmission/reception means includes means for 
decrypting received data and placing it in the data 
20 storage means, encrypting and transmitting data from the 

data storage means and means for storing at least one 
encryption key, and characterised in that one encryption 
key references addresses in a portion of Read Only 
Memory forming part of the apparatus, and the content of 
25 those addresses is used to encrypt/decrypt 

transmit ted/ received data . 



This approach, especially when used on a direct 
communications channel between user and information 

30 provider, rather than via a wide area network such as 

the internet, is advantageous as there is never any need 
to engage in a key request dialogue. Instead, an 
encryption/decryption key may be generated and used by 
reference to the addresses of resident code areas in ROM 

35 in the apparatus. This is explained in more detail 

below . 
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Claims 



1 

5 



10 



15 



20 2 
25 

3 

30 4 



5 

35 



Apparatus for the transmittal , reception, storage 
and display of data in an electronic format in 
which there is provided a casing that includes a 
data storage means, a data display means, and a 
data transmission/reception means including at 
least one output/input port, and wherein the data 
transmission/reception means includes means for 
decrypting received data and placing it in the data 
storage means, encrypting and transmitting data 
from the data storage means and means for storing 
at least one encryption key, and characterised in 
that one encryption key references addresses in a 
portion of Read Only Memory forming part of the 
apparatus, and the content of those addresses is 
used to encrypt/decrypt transmitted/received data. . 

Apparatus according to claim 1 in which at least 
one encryption/decryption key is stored in a 
portion of either Electronically Erasable 
Programable Read Only Memory or non volatile Random 
Access Memory, and may be rewritten by an external 
key issuing computer . 

Apparatus according to claim 2 in which at least 
one encryption key is 16 bytes in size. 

Apparatus according to any one of claims 1 to 3 in 
which the Read Only Memory is at least 256 bytes in 
size . 

Apparatus according to any one of claims 1 to 4 in 
which the data storage means is comprised of non 
volatile Random Access Memory. 
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6 Apparatus according to any one of claims 1 to 5 in 
which an output/input port is adapted to connect 
with a telephone socket via an electromagnetic 
radiation link . 

5 

7 Apparatus according to any one of claims 1 to 6 in 
which the display means includes a display screen 
and computer hardware and software to enable 
presentation of the data in graphical and/or 

10 textual form. 

8 Apparatus according to any one of claims l to 7 
which is provided with a computer chip that has the 
specification, details and method of operation as 

15 set out on attached sheets marked Al, A2 , A3, and 

A4 . 

9 A method of using apparatus according to any one of 
claims 1 to 8 for the reception of electronic data 

20 from an external data source characterised in that: 

i) the apparatus enters into electronic 
communication with the data source and sends 
an identification code to the data source, 

25 

ii) the data source confirms the identity of the 
apparatus and thereby determines what 
encryption key to use in communicating with 
the apparatus, 

30 

iii) the user of the apparatus causes the apparatus 
to send a code to the data source identifying 
the data to be received by the apparatus, 

35 iv) the data source transmits the identified data 

in encrypted form to the apparatus which 
decrypts that data and places it in the data 



-13- 





WO 00/38035 



PCT/GB99/04219 



storage means, 



v) 



the data source transmits a new encryption key 



10 10 
11 

15 

12 

20 

13 

25 
30 



to the apparatus, which key overwrites the 
previous encryption key, and 

vi) the communication between the apparatus and 
the data source is broken. 

A method according to claim 9 in which the means of 
electronic communication between the apparatus and 
the data source is via the telephone network. 

A method according to claim 9 in which the means of 
electronic communication between the apparatus and 
the data source is via the internet. 

A method according to anyone of claims 9 to 11 in 
which the electronic data is electronically stored 
text and/or graphics. 

A method of using apparatus according to any one of 
claims 1 to 8 for the transfer of electronic data 
between the apparatus and an external data store 
characterised in that: 

i) the apparatus enters into electronic 
communication with the data store which sends 
an identification code to the apparatus, 

ii) the apparatus confirms the identity of the 
data store and thereby determines what data 
store encryption key to use in communicating 
with the data store, 

iii) the user of the apparatus causes the apparatus 
to transfer preselected data between the 
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apparatus and the data store in encrypted 
form, 

iv) the receiver of the encrypted data decrypts 
that data and stores it, 

v) the apparatus transmits a new data store 
encryption key to the data store, which key 
overwrites the previous data store encryption 
key , and 

vi) the communication between the apparatus and 
the data store is broken. 

14 A method of using apparatus according to any one of 
claims 1 to 8 for the transfer of electronic data 
between the apparatus and an external data store 
characterised in that: 

i) the apparatus enters into electronic 
communication with the data store, 

ii) the user of the apparatus causes the apparatus 
to transfer preselected data between the 
apparatus and the data store in encrypted 
form, 

iii) the receiver of the data stores the data, and 

iv) the communication between the apparatus and 
the data store is broken. 

15 A method according to claim 14 in which the 
electronic data is transmitted from the data store 
to the apparatus, and is saved in the apparatus in 
decrypted form. 
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A method according to claim 14 in which the 
electronic data is transmitted from the apparatus 
to the data store, and is saved in the data store 
in encrypted form, the encryption key being a 
permanent encryption key for that data held in the 
apparatus . 



A method according to any one of claims 13 to 16 in 
which the data store will on interrogation by the 
apparatus, provide the apparatus with a list of the 
data stored within the data store. 

A method according to any one of claims 13 to 17 in 
which the means of electronic communication between 
the apparatus and the data store is via electrical 
or optical cable. 



A method according to any one of claims 13 to 17 in 
which the means of electronic communication between 
the apparatus and the data store is via 
electromagnetic radiation. 



A method according to anyone of claims 13 to 19 in 
which the electronic data is electronically stored 
text and/or graphics. 
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(57) Abstract 



^arams displaying ekaroiu c forraar data is dbdosctL Itispamculariy useful for displaying text marsnal, e^. as an electronic 
book. The apparatus has a casing with a display .means such as a screen, and a data 1 1^11^ .^ ^^ m^m* ^Mmp ±^ apparains 
to comnroicaie with a source of dam and to download data 60m the source for subsequent display. The data h encrypted for me 
dP 3°? d ™ d^^TPted within the apparatus to enable ir to be displayed m clear. The tfstrnoivc feature of the invention is the use as an 
er*crjprron/te^ wiihin the apparatus. Each time data is downloaded trcm die 

sonicc; hash addresses can be specified by the source, providing (mcryinioa/decrypaon fceys for the next download session. This gives a 
very high degree of scenxay as the keys thernsslves do dot have m K» ^t^tttpH 
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i : 

Electronic data scoraae and display apparatus 

| | 

This invention relates to electronic data storage and 
display apparatus,' and in particular to such apparatus 
for the storage arid display of electronic data that has 
commercial value such as electronically formatted books. 

with the advances !in the fields of microchip and display 
screen technologies, and allied computing advances it is 
becoming increasingly economically viable to produce 
apparatus that is jeasily portable and can store, 
manipulate and display large ^ quantities of electronic 
data. There is, however, often a reluctance on the part 
of the owners cf that data to release it to members of 
the public becausej of the ease of replication of 
electronic data. JFor data with commercial value such 
replication deprivies the parties involved with the 
genesis and distribution of tihe data of a suitable 
reward for the production or '.distribution of that data. 
For example, if thk data when rendered legible by 
suitable software sis the text of a book, then if the 
data becomes available to the! public not under the 
control of a distributor, copyright owner or the like, 
then if electronic^ copies of 'that data may easily be 
made, the publisher of that data and possibly others 
will suffer economic damage, if or example being able only 
to sell fewer copies of a book than would otherwise be 
the case. i 

l \ 

One approach is to ( : render the; data "copy-protected" . 
This can be effective in some, environments, though there 
is a widespread belief that copy -protection systems 
simply pose a challenge to those who would "circumvent 
them. However, copy -protection systems which rely on 
encryption and decryption of data provide some 
effectiveness, for; example as described in wo 57/44736. 
However, the system is cumbersome and not always user- 
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i ; 

friendly. Systems which hive been proposed for use in 
this area include Ehose described in E? -A- 0655486, WO 
95/08231 and WO99/I2087, chough the last of these does 
not form pare of • the state of the art- All seek to 
enhance the security against copying by using 
cryptographic techniques and generally require the use 
of encryption/decryption keys which are transmitted, 
after an authenticated request has been received, e.g. 
over a suitable cornmuni cations link which has been 
established for that purpos4- 

The present invention provides apparatus for the 
transmittal, reception, storage and display of data in 
an electronic format in Which there is provided a casing 1 
that includes a data storage means, a data display 
means, and a dats transmission/reception means including 
at least one output/input port, and wherein the data 
transmission/reception means! includes means for 
decrypting received data and placing it in the data 
storage means, encrypting arid transmitting data from the 
data storage meanjs and means! for storing at least one 
encryption key, apd characterised in that one encryption 
key references addresses in ia portion of Read Only 
Memory forming part of the apparatus, and the content of' 
those addresses is used to encrypt/decrypt 
transmitted/received data. 1 

t : 
! j 

This approach, especially when used on a direct 
communications channel between user and information 
provider, rather than via a wide area network such as 
the internet, is advantageous as there is never any need 

! i 

to engage in a key request dialogue. Instead, an 
encryption/ decryption key may be generated and used by 
reference to the addresses of resident code areas in ROM 
in the apparatus.' This is explained in more detail 
below. i 
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I \ 

In use, for example when the user of the apparatus 
wishes co obtain -an electronic version of a book, the 
user connects th^ apparatus j of the present invention to." 
an appropriate source of electronic data in the 
following manner ;! 

! i 
t i 

i) the apparatus enters into electronic communication : 
with the data source and sends an identification 
code to the jdata source, 

J i 

ii) the data source confirms the identity of the 
apparatus and. thereby determines what encryption 
icey to use in communicating with the apparatus, 

I f 

iii) the user of the apparatus causes the apparatus to 
send a code to the datai source identifying the data 
to be receivbd by the. apparatus, 

I i 

iv) the data source transmits the identified data in 
encrypted form to this apparatus which decrypts that 
data and places it in the data storage means, 

j | 

v) the data source transmits a new encryption key to 
the apparatus, which key overwrites the previous 
encryption kfey, and i 

i . I 

vx; the commum cation between the apparatus and the 
data source is broken. ! 

i \ 

3y having the apparatus and the data source interact in 
this fashion, the : electronic: data is encrypted when it 
is travelling between the owners or distributors of the 
data and the legitimate end user of the data. Because 
the encryption key between the data source and the 
apparatus is altered after each transaction, it will be ' 
very difficult for an illegitimate receiver of the data 
to decrypt that data. Even if that does prove possible. 
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j 

the illegitimate receiver only then gains the encryption 
key for one specific piece of apparatus the next: rime it: 
connects to the qata source ;and not the data source as a 
whole. I 

In a particularly; preferred ; einbodiment of the present 
invention the apparatus scores two encryption keys, one 
of which is stored in either Electronically Erasable 
Programabie Read )0nly Memory or non -volatile Random 
Access Memory, arid the other of which is stored in Read ' 

i t 

Only Memory. The; encryption key in the Electronically 
Erasable Programabie Read Only Memory or non-volatile 
Random Access Memory is the key that is rewritten when 

the apparatus interacts witK a data store . 

i ! 

In a preferred embodiment of! the Dresant invention, the 

\ i 

encryption key in! the Electronically Erasable 

i ! 

Programabie Read Only Memory or non- volatile Random 
Access Memory is %S bytes in size. The portion of Read 
Only Memory, the 'content of which is used to 
encrypt/decrypt tjrarLsmitted/received data, is preferably 
256 bytes in sizej- j 

The data storage means in the aonaratus of the present 
invention is prefjerably non-.volatile random access 
memory. It may, however, alternatively be in the form 

i i 

of a magnetic disk, built into the casing and so 
constructed that attempts toj remove the disc would 
result in the destruction of! at least the data on the 
disc, or any other known data storage media which could 
be built into the; casing. 

I ' 

The method of communication between the apparatus of the 
present invention and the data store is most preferably 
via the telephone; network, and at least one input/output 
port in the casin'g is adapted to connect to that network 
most preferably via an electromagnetic radiation link. 
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In alternative embodiments other methods of correction 
the data source are possible! and an least one 
input/output port! in the casing is appropriately 
configured for that connection. 

In a preferred embodiment of -the present invention, the 
display means includes a display screen and computer 
hardware and software to enable presentation of the data 
in graphical and/or textual form. The computer hardware 
preferably includes user control means which will allow 
a user of the apparatus to* move through the data in an 
appropriate fashion . The display screen of the present 
invention is, preferably of sufficient size that the 
viewing area thereof is at least llOmra by 180mm. The 
screen is preferably of a ty£e that has a low power 
consumption . ; j 

In an alternative j embodiment jof the present invention, 
the apparatus additionally includes known means for the 
generation of sound. The sound generation means can be 
controlled by the j computer software that controls the 
display means f or :by independent control means. In this 
embodiment the reader of, for: exairole, a book about 

i ' l ~ 

ornithology may be played the 1 sound of the bird which he 
is reading about. \ 

i ; 1 

• i 

j 

It will be appreciated that the size of the data storage 
means in the apparatus cf the' : present invention will be 
finite. As such, and to avoid the problem of either 
having to delete and loose a jpreviously acquired set of 
data, or having td acquire a new apparatus, the 
apparatus of the pjresent invention is configured so that 
it can export somej or ail of the data stored in the data 
storage means. Td[ prevent dufcilicatable and readable 
copies of the data! being exported, the apparatus is 
configured only toj expert the \ data in an encrypted form. 



! ! 

I 

• ( 
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It is clearly desirable that; the exported data can be 
imported back onto the apparatus of the present 
invention, so than the data can be viewed again at a 
later date. j ? 

5 ! ! • 

The data is preferably exported to and imported from a 
dedicated data stdre adapted; to interact with the 
apparatus of the present invention. In the first 
preferred embodiment, the method of transfer of the data 
10 is as follows: | 

i) the apparatus enters into electronic communication 
with the dati score which sends an identification 
code to the apparatus, \ 



i 

i 

ii) the apparatus confirms the identity of the data 
store and thereby determines what data store 
encryption key to use in communicating with the 
data store, j 

' iii) the user of the apparatus causes the apparatus to 

transfer preselected data between the apparatus and' 
the data stor ; e in encrypted form, 

i . 

25 iv > the receiver :of the encrypted data decrypts that 

data and stores in, | 

v) the apparatus transmits ; a new data store encryption 
key to the data store, which key overwrites the 

i . 

previous data store encryption key, and 



I 

vi) the communication between the apparatus and the 
data store is broken. [ 

j ; 

i | , 

35 ±n a second preferred embodiment the method of transfer 

of the data is as jfollows: 
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i) the apparatus enters into electronic communication 
with the data store, 

ii) the user of the apparatus causes the apparatus to 

5 transfer preselected data between the apparatus and 

the data store in encrypted form, 

iii) the receiver! of the data stores the data, and 

I * 

10 iv) the communication between the apparatus and the 

data store is broken J j 

■ ■ \ 

In this second embodiment the data store stores the data 
in encrypted forml Preferably there is, however , a 

15 little un- encrypted data attached to the encrypted data. 

That un- encrypted [data can, for example, give an 
indication of the \ contents of the data, and/or the 
apparatus that placed the data in the data store and 
consequently the apparatus that can decrypt the data. 

20 This will allow mdre than one piece of apparatus of the 

present invention; to use the: data store. 

i i 

In either of the two above described embodiments, the 
data transfer between the apparatus and the data store 
25 can be either via [electrical ; or optical cables or via 

electromagnetic radiation- ; 

i ; 

The apparatus of the present ; invention may be provided 
with its own power source and/or means for talcing power 
30 from an external power source. 

i ! 
' i 

rn one particularly preferred embodiment of the present ' 
invention, the apparatus is provided with a computer 
chip that has the -specification,, details and method of 
35 operation as follows: ! 
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SPECIFICATION j 

EEBROMz 

i 

POWER: 

CONVERSION KATE: 

I 

MASK LOOKUP TABLE 



Rom address 



0 = 255 
1=254 
2-253 
3=252 
4=251 
5 = 250 



1 6 bytes offey memory (addresses 0 - 15). 
1 12 bjtes of cser memory (addresses 16-127). 

i 

5mA @5V whenectrve 
6nA@5V whcuwriiing-tocepraai 
I0aA@5Vin power szswgmodz. 

approx: 3QKPS. 



starting widi address 0 = 255 the rotn table is filled by 
the following formula : 

; romtablef address] = 255 -address 



250 =|5 

251 =4 
252=$ 
253-1 
254 *i 
255=0 



ENCRYmON^ECRfmrON OPERATION 
Version L0 of crypto uses afcey length of iSbytes. 
Rest write the 16 byte key to eeprom addresses 0 - 15. 

Each byte ofkey is used; to access an 8 bftjriask from within a 256 byte looknp table. 
Each data byte is enciypted/deaypred by exclusive ftrfng it with the 8 bit mzsk. 
As each byte of defers encrypted/deayrrted roe ttWx- is rotated one bir position to the left. 
After eight bit rotations a new mask is loaded using* the next key in the seaucnce of sixteen. 
The sequence of masks will be repeated agam when ell sixteen have been used. 



SUBSTITUTE SHEET (RULE 26) 
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1 OPERATION AiODES 

i 

EEPROM WRITE fmodeO) 



L 


W^nritaBUSYfincisalogicbw-. ' 


2. 


i ! 
Wnfe number 0 Qssazy 00000000) to POETO. 


3. 


WaitiDlilBlOTIineisalogickjw. ; 

; i 


4. 


f . i 
Wnte eepcam address (0 - 127) to POSH. 


5. 


i . i 

. Wait mtfl BUSYBoeis a logic tow; | 


6L 


Write c=pnm dais! to POKH. j 



Steps 1 & 2 nod only be done once to set c qjitW wnte mode, 

DECKYPT DATA (mode j) \ 

i 

L Waitraffl BUSTTSne is alogio low. j 

2. W^iinmberI<ttrai70000000L) to PORTO. 

3. Wait txmil BUSY fine is alogic low: j 
4_ . Write dafa for deai^^ j 

5. Waftin^BUSYEneisalogicIow: 

f 

t ; 

6. Read deoypted dak from POR23. 

i * 
Steps 1 &2jac^QDlybedt^ojac^tos<^dpit^ drayptmode. 



L Wait rrrml. BUSYEnc is a logic low, j 

2- Wnte nnmber 2 (binary 00000010) to PORID. 

3. Wait until BUSY Ene is a logic low. \ 

i * 

4. WnredataforcncypdoatDPORIZ 

5. Wait Tnttg BUSY Eng is a logic lcrer. ' 

6. Read encrypted data fern PORTS. 

Steps 1 & 2 need only be done cmce to set date eticrypt mode. 

i i 

1 i 

SUBSTITUTE SHEET (RULE 26) 
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EEPROM REAP fmodeb) 



L 


WaztrailiLBUSY^ j 


2. 


Write number 3 (binary 000000 II) to PORI0. 


3. 


j \ 
Wait imfi! BUST line is a logic low, 1 


4. 


Wnfce espcam sddress (0 - 127) to POKTL 


5. 


1 | 
Wait tinnl BUST 1^ is ak^ low: !; 


5. 


Read eegrom data fiom POKI3. 



f J 

Steps 1 & 2 need aniy be done once to set eegrom read mode 

» i 

i ' 

RESET COUNTERS fmode4> 

i • 

Tins will reset me rotate ccnnnfer&tey index to zero. 

: ! 

1. WaitmmlBUSY Sue is aloeic low. > 

! " j 

2. Write nnmber 4 (binary 00000100) to POUTQ. 

i ' 

i i 

i 

POWER SAVING fmodeisi 
TlswiEpottheciyptopci) into deep mode- i 

•! i 

1. Wait rami BUSY fine is a logic low. j 

2. Wnte imraber 5 (fcpazy 00000101) tolPQRTa. 

! 

I ? 
. Wakmgpp the crypto nrgt from power ssw^p mode 

■ * * 

L DoatmmmyieadiftomPOl^ 
2. Wait nnffi BUSY Ene is alog^ 

i i 



i 



i 
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20 WAY H?C CONNECTOR PIN OPT & DESCRIPTION 

l - CND Power supply 0V connection. 

2. +5/33VDC Pcwras^fypositTOCQraificJioiL 

i ; 

3. XRESET Active low exleiiWdrip reset Leave (Esconnectedif control of 

xesetisnotieq]^^ 



4. 


\RD 


Active low read cantrol intuit 


5. 


VWR 


Active low watt control input 


6L 


\CS 


Active low chip sdectirrot. 


7. 


AO 


Port address select inpuL 


8. 


Al 


Port address select iqpuL 


9. 


D7 


Bit 7onar£rectwiiidarabns^ 

! i 


10. 


Dd 


Bit 6 ofTji-cSrectianal data bns. 


1L 


D5 


[ m I 
Bit 5 ofK-dhrcfional data bos. 


12. 


D4 


Bit 4 ofaH&ec&onaldala bus. 


13. 


D3 


Bit3 ofl£-<5rectioi3al!data bns. 


14. 


D2 


1 . ! 

Bat 2 ofH-cSrecfionaLdata bos. 

i ; 


15. 


Dl 


Brt I ofln-cSiectionaljdatabns. 


1<S. 


DO 


j . i 
Bit 0 otTa-^irrectianal data bns. 

r : 


L7. 


BUSY 


Active, tttgfi hn^r rmfpnt 

i j 


18. 


\BUSY 


i \ 

Active lowbnayontpfuL 


19. 


RxD 


Semi data iripat(do iiiot connect). 


20. 


TxD 


i \ 

Serial data output (do botoonnect). 
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Claims 



10 



15 



Apparatus for the transmittal, reception, storage 

i 

and display iof data in lazi electronic format in 
which there [is provided a casing that includes a 
data storage means, a data display means, and a 
data transmission/ reception means including at 
least one output/input |port,and wherein the data 
transmission/reception means includes means for 
decrypting received data and placing it in the data 
storage meanjs, encrypting and trai^rmitting data 
from the data, storage njeans and means for storing 
at least one! encryption key, and characterised in 
that one encryption key references addresses in a 
portion of Read Only .Memory forming part of the 

i ; 

apparatus, and the content of those addresses is 
used to encrypt/decrypt transmitted/received data. . 



20 



25 



30 



35 



Apparatus according to claim l in which at least 
one encryption/decryption key is stored in a 
portion of either ELLecdronically Erasable 
Programahle Stead Only Memory or non volatile Random 
Access Memory, and may be rewritten by an external 
key issuing jconrputer.. 

Apparatus according to claim 2 in which at least 
one encryption key is 16 byres in size. 



Apparatus according to 'any one of claims 1 to 3 in 
which the Read Only Memory is at least 256 bytes in 

size. ; 1 

i 1 

\ \ 

Apparatus according to any one of claims l to 4 in 
which the data storage means is comprised of non 



volatile Random Access Memory, 
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i ; 

i 

i ; 

6 Apparatus according co |any one of claims l to 5 in 
which an output/input port is adapted to connect 
with, a telephone socket via an electromagnetic 
radiation lilnk. 

! : 

7 Apparatus according to jany one of claims 1 to 6 in j 
which the display means includes a display screen 
and comouter! hardware and software to enable 
presentation of the data in graphical and/or 
textual form. 

; . i 

8 Apparatus according to any one of claims l to 7 
which is projvided with a computer chip that has the 
specification, details (and method of operation as 

i [ 

set out on attached sheets marked Al, A2, A3, and 

A4 - ! ! 

i : 

T 

; j 

9 A method of 'using apparatus according to any one of 
claims l to ;8 for the reception of electronic data 
from an external data s'purce characterised in that: 

i) the appkratus enters into electronic 
communication with; the data source and sends 

an identification ;code to the data source, 

i 

ii) the data source confirms the identity of the 
apparatus and thereby determines what 
encryption key to bse in communicating with 
the appkratus, \ 

i 

iii) the user of the apparatus causes the apparatus' 
to send! a code to the data source identifying 
the data to be received by the apparatus, 

si. : 
i ; ; 

iv) the datk source trjansmits the identified data 
in encrypted form to the apparatus which 
decryptjs that data; and places it in the data 
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storage means, f 

v) che data source transmits a new encryption key 
to the lapparatus, which key overwrites the 
previous encryption key, and 

: t 

vi) the communication .between the apparatus and 

the data source is! broken. 

i' 

i i 

10 A method according to claim 9 in which the means of 

*• . * 

electronic cbrnmunicatioh between the apparatus and ' 
the data soutce is via phe telephone network. 

; ! 

i ' '■ 

11 A method according to claim 9 in which the means of 
electronic communication between the apparatus and 
the data source is via the internet. 

i 

12 A method according to anyone of claims 9 to 11 in 
which the electronic data is electronically stored 
text and/ or graphics, ; 

13 A method of ising apparatus according to any one of 
claims 1 to 8 for the transfer of electronic data 
between the apparatus and an external data store 
characterised in that: ; 

i) the apparatus enters' into electronic 
communication with ; uhe data store which sends 
an identification code to the apparatus, 

ii) the apparatus confirms the identity of the. 
data store and thereby determines what data 
store encryption key to use in communicating 
with the data store, 

iii) the user of the apparatus causes the apparatus 
to transfer preselected data between the 
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i : 
t 

apparatus and the |data store in encrypted 
form, i ; 

iv) the receiver cf the encrypted data decrypts 
5 chat data and stores it, 

; \ 

v) the apparatus transmits a new data store 
encryption key to -the data store, which key 
overwrites the previous data store encryption 

10 key, and j 

\ . > 

t : 

vi) the coicp-uiication between the apparatus and 

the data store is broken. 

i ; 

i : 
t 

15 14 A method of using apparatus according to any one of 

claims l to 8 for the transfer of electronic data 
between the apparatus and an external data store 
characterise^ in that: ! 

20 i) the apparatus enters into electronic 



30 



communication with: 



the data store, 



ii) the user of the apparatus causes the apparatus 
to transfer preselected data between the 

25 apparatus and the data store in encrypted 

form, i | 

: i 
! 1 

iii) the receiver of the data stores the data, and 



iv) the communication between the apparatus and 
the dat^ store is broken. 

( j 

15 A method according to claim 14 in which the 

t i 

electronic data is transmitted from the data store 
35 to the apparatus, and is saved in the apparatus in 

decrypted form. 
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f 

i * . 

16 A method according zd claim 14 in which the 

I* i 

electronic- data is transmitted from the apparatus 
to the data store, anji is saved in the data store 
in encrypted form, the encryption key being a 
5 permanent encryption key for that data held in the 

apparatus . j 

17 A method according to; any one of claims 13 to 16 in. 
which the data store Will on interrogation by the 

10 apparatus, j provide the apparatus with a list of the 

data stored within the data store. 



15 



18 A method according to | any one of claims 13 to 17 in 
which the means of electronic communication between 

i • 

the apparatus and the; data store is via electrical 
or optical j cable . 



20 



19 A method according to j any one of claims 13 to 17 in 
which the means of electronic communication between 
the apparatus and theldata store is via 
electromagnetic radiation. 



25 



20 A method according to anyone of claims 13 to 19 iri 
which the electronic data is electronically stored 
text and/ or graphics, i 
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1 . This international preliminary examination report has been prepared by this international Preliminary Examining Authority 
and is transmitted to the applicant according to Article 36\> 

i j 

2. This REPORT consists of a total of 7'sheets, including this cover sheet 

\ i 

S This report is also accompanied by ANNEXES, Le. sheets of the description, daims and/or drawings which have 
been amended and are the basis for this report and/or sheets containing rect i fications made before this Authority 
(see Rule 70.1 6 and Section 507 of the Aotairustrative Instructions under the PCT). 

These annexes consist of a total of 6 sheets. 



3. This report contains indications relating to the following items: 



1 Si Basis of the report 



Lack of unity of invention \ \ 

Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial applicability; 
citations and explanations suporting such statement 

Certain documents cited \ \ 

Certain defects in the international application; 

Certain observations on the international appEcation 
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Form PCT/lPEA/409 (cover sheet) (January 1994)' 



INTERNATIONAL PRELIMINARY 
EXAMINATION REPORT 



International application No. PCT/GB99/0421 9 



L Basis of the report 

1 . This report has been drawn on the basis of (substitute sheets which have been furnished to the receiving Office in 
response to an invitation under Article 14 are referred to in this report as 'originally filed" and are not annexed to 
the report since they do not contain]amendmenfs (Rules 70. 76 and 70. 1 7).): 
Description, pages: - 



1,3-11 

2 



as originailyjfiled 



as received bn 



04/01/2001 with letter of 



29/12/2000 



Claims, No.: 
1-19 



as received on 



) 04/01/2001 with letter of 



29/12/2000 



2. With regard to the language, all the -elements marked above were available or furnished to this Authorfty fn the 
language in which the international application was filed, unless otherwise indicated under this : item. 

These elements were available orfuimished to this Authority in the following language: , which is: 

l = 

□ the language of a translation furnished for the purposes of the international search (under Rule 23.1 (b)). 

□ the language of publication of the international application (under Rule 48.3(b))- 

□ the language of a translation furnished for the purposes of international preliminary examination (under Rule 
55,2 and/or 55,3). j 

I I 

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the 
International preliminary examination was carried out on the basis of the sequence listing: 

□ contained in the international application in wrrttenSfbmru 

□ filed together with the international application in computer readable form. 

□ furnished subsequently to this Authority in written form. 

□ furnished subsequently to this Authority in computer readable form. 

□ The statement that the subsequently furnished written sequence listing does not go beyond the disclosure in 
the international application as filed has been furnished. 

r 

□ The statement that the information recorded in computer readable form is identical to the written sequence 
listing has been furnished. 



4. The amendments have resulted in the cancellation of: 



□ the description, pages: 

□ the claims, Nos*: 

□ the drawings, sheets: 



t 
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5. O This report has been established as if (some of) the amendments had not been made, since they have been 
considered to go beyond the disclosure as filed (Rule 70.2(c)): 

'; t 

(Any replacement sheet containing such amendments must be referred to under Hem 1 and annexed to this 
report) \ 



6. Additional observations, if necessary: 



V. Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 

1. Statement ! 



Novelty (N) 


Yes: 


I Claims 


2-12,14-19 




No: 


[ Claims 


1.13 ; 


Inventive step (IS) 


Yes: 


; Claims 


8-12,16-19 




No: 


\ Claims 


1-7,13-15 


Industrial applicability (IA) 


Yes: 


! Claims 


1-19 | 




No: 


; Claims 





2- Citations and explanations 
see separate sheet 



VIL Certain defects in the international application 

The following defects in the form or contents of the international application have been noted: 
see separate sheet | I 

VI1L Certain observations on the international application 

The following observations on the clarity of the claims, description, and drawings or on the question whether the 
claims are fully supported by the description, are made: ; 
see separate sheet ! 
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I i : . • 

Cited documents: ! j 

J . : 

i ■; 

D1: WO 98 08344 A j j 
D2: FR2 681 165 A j ; 

r : 

! ; 
I ; 

[ ; 

■ ! i 

Re, sections V and VIII ^ ; 

| j ' 

i | 
1 -k Apparatus staim 1 j 

The subject-matter of cl?im 1 does notj appear to involve an inventive step having 

regard to the prior art disclosed D 1 . ; 

i 

i ! 

D1 namely already describes, in correspondence with the preamble of claim 1, an 
apparatus for reception, istorage and display of data in electronic format (D1 , . 
abstract and fig. 1 , B 14 a )L This apparatus also comprises data storage means, 
data display means and 'data transmission/reception means (D1 , page 7, 
paragraph 3). Recervedj data is decrypted and stored in the data storage means 
(D1 , page 7, paragraph 3). It is not known from Dl to perform decryption in the 
reception means, however, D1 (page 7\ third paragraph) teaches that this can be , 
done by any combination of soft- and hardware and therefore selecting the 
reception means for this [purpose is just one of the alternatives among which a 
skilled person would select The apparatus of D1 also comprises storage means 
for storing an encryption Ikey (Dl , pageh 0, first paragraph). 

According to the characterizing part of claim 1, the encryption key is only used to 
address the ROM to find; the decryption key for the received data. Moreover, 
there are no features in claim 1 which define a use of that key for encrypting. 
Therefore, this key is mefely an index o|r pointer to the decryption key stored ROM 
of the apparatus. Docunient D2, which jalso describes an apparatus for receiving 
encrypted data, already teaches the use of an index into ROM (D2, page 4, lines 
2 to 9) to retrieve the decryption key and to use the latter for decrypting the 
received data. i I 

i 

:- ! 

The apparatus defined in claim 1 can npt only recerve encrypted data, decrypt it 
and store rt in memory, it; can also process the data in the reverse manner. It is 
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however explicitly indicated in D1 that this can also be done with the apparatus 
described therein (D1 , page 6, first paragraph). 

Therefore, all features of the claimed subject-matter of claim 1 are known from Dl 
and D2. Both documents relate to the same problem of exchange of electronic 
information in encrypted form and thus-the skilled person would consider 
combining the features known from these documents. Therefore, claim 1 does 
not meet the requirements of Article 33(3) PCT. 

I.b Dependent claims 2 to 7 

The features of the dependent claims 2, 5 and 7 are also already known from D1 
. (D1, pages 3. 7 and 10) \ 

I ' 

The features of claims 3, 4 merely represent a choice of the key and memory size 
which does not appear to be relevant j 

! : 

t 
! 

Claim 6 merely defines the use of a well known type of communication link. 

I i * 

Therefore, none of the dependent claims appears to add an inventive step to the 
subject-matter of claim 1 and thus also; these claims do not meet the 
requirements of Article 33(3) PCTL - 

i ■ * 

Za Independent method claim 13 

I ! 

Claim 13 appears to merely define a method for transmitting encrypted data 
between two devices. Merely as an example, prior art document D1 already 
describes (D1 , page 7, second paragraph) such a method for transmitting 
encrypted data from an apparatus (D1 , host computer) to a data store (D1 , 
memory of unit 32). \ 

Therefore, the subject-mkter of claim 13 is anticipated by the disclosure of D1 , 
and thus claim 13 does not meet the requirements of Article 33(2) PCT. 

\ | ■ ■ 

I ! ; 

J \ 
i j 

f . I , 
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2. b Dependent method claims 14 to 19 j 

i i 

Dependent claims 14 to 1 9, as far as they are dependent on claim 13 for what 
concerns claims 16 to 19, do not add anything of inventive significance to claim 
13. They either relate tp standard practice of storing data or to standard 
communication means or well known t^pes of data. Therefore, these claims do 

! 

not meet the requirements of Article 33(3) PCT. 

i : ■ 

! : : 

3. a Independent method claims 8 and 1 2 \ 

Claims 8 and 12 appea/to relate to the transmission of electronic data from a 
data source to an apparatus and from an apparatus to a data store respectively. 

i t 

! i . 

There appears to be no|real difference; between the data source of claim 8 and 
the apparatus of claim 12 or between the apparatus of claim 8 and the data 
storage of claim 12. Therefore, both cjaims are merely dffferentfrom one another 
in that they use a different wording for defining the same subject-matter. 
Therefore, these claims jlack of conciseness and thus do not meet the 
requirements of Article 6 PCT. 

Having regard to claim 8, it is clear from point (v) that the encryption key has 
been set by the data source and copiecf by it to the apparatus during the previous 
communication. Therefore, it should be clearly defined in point (ii) that the 
determination of the encryption key is Based on the apparatus identification code 
which is used to find that key. This is an essential feature because as the data 
source does not send back any information io the data receiving apparatus during 
the communication about the used encryption key, it is absolutely necessary that 
the data source uses the encryption key which the apparatus expects it has used. 
Otherwise the decryption in the data receiving apparatus will fail. The expression 
"thereby" is not consideted to clearly enough define that the apparatus identity is 
used to retrieve the encryption key. and therefore, also for this reason,, claim 8 
does not meet the requirements of Article 6 PCT. The same observation applies 
to claim 12. : 

i 1 ' 

However, interpreting the expression in the sense as indicated above, it appears 
that the subject-matter of claims 8 ancT 12 is new and involves an inventive step 
and thus these claims meet the requirements of Artfcfe 33 PCT. 
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3.b Dependent claims 9 to (11 and 1 6 to 1 9 

Claims 9 to 11 and claims 16 to 19, as far as they are dependent on claim 12, 
also meet the requirements of Article 33 PCT. 



Re. section VII 



1. Claim 13 appears to onfy include features which are also included in claim 12. 
Therefore, claim 12 sholuld be reworded as a dependent daim of claim 13, Rule 
6.3bPCT. \ \ 



t 
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friendly. Systems which have been proposed for use in 
this area includje those described in EP-A- 0665486, WO 
95/08231, WO 98/08344 and WO99/12087, though the last of 
these does not form paxt of! the state of the ait. All 
seek to enhance the security against copying by using- 
cryptographic techniques and generally require the use 
of encryption/decryption keys which axe transmitted, 
after an authenticated request has been received, e.g. 
over a suitable communications link which has been 
established for that purpose. 

The present invention provides apparatus for the 
transmittal, reception, storage and display of data in 
an electronic format in which there is provided a casing 
that includes a data storage means, a data display 
means, and a data transmission/reception means including 
at least one output/input port, and wherein the data 
transmission/reception means includes means for 
decrypting received data and placing it in the data 
storage means, encrypting and transmitting data from the 
data storage ™^ang and means for storing at least one 
encryption key, and characterised in that the apparatus 
is configured such that one ; encryption key references 
addresses in a portion of Read Only Memory forming p.art 
of the apparatus | and the content of tJiose addresses is 
used to encrypt/decrypt transmitted/received data. 

This approach, especially when used on a direct 
communications channel between user and information 
provider, rather! than via a j wide area network such as 
the internet, is ; advantageous as there is never any need 
to engage in a key request dialogue- Instead, an 
encryption/decryption key may be generated and used by 

reference to the' addresses of resident: code areas in ROM 1 

i j 

in the apparatus. This is explained in more detail 
below. [ 
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1 Apparatus for die transmittal, reception, storage 
5 and display! of data in; an electronic format in 

which there is provided a casing that includes a 
data storage means, a data display means, and a 
data transmission/reception means including at 
least one output/input; port, and wherein the data 

10 transmission/reception 5 means includes means for 

decrypting received data and placing it in the data 
storage meaiis, encrypting and transmitting fiata 
from .the data storage means and means for storing 
at least one encryption key, and characterised in 

15 that the apparatus is configured such that one 

encryption key references addresses in a portion of 
Read Only Memory formiiig part of the apparatus, and 
so that the! content of ! those addresses is used to 
encrypt/deciypt transmitted/received data. 

20 i | 

2 Apparatus according to! claim i in which at least 
one encryption/decryption key is stored in a 
portion of either Electronically Erasable 
Prograraable' Read Only Memory or non volatile Random 

25 Access Memoiy, and may j be rewritten by an external 

key issuing! computer . | 

3 Apparatus 'according to j claim 2 in which at least 
one encryption key is is bytes in size, • 

30 j 1 

4 Apparatus according to j any one of claims l to 3 in 
which the R^ad Only Memory is at least 256 bytes in 
size* ; | 

35 5 Apparatus according to! any one of claims 1 to 4 in 

i 

which, the data storage, means is comprised of non 

i ' ; 
volatile Random Access [Memory. 
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Apparatus according to any one of claims l to 5 in 
which an output/input port is adapted to connect 
with a telephone socket via an electromagnetic 
radiation link* 

i * 

Apparatus according to| any one of claims l to 6 in. 
which the display means includes a display screen 
and computer hardware and software to enable 
presentation of the data in graphical arid/ or 
textual form. . ; 

i i 
\ < 

i ; 

A method of [using apparatus according to any one of* 
claims l to; 7 for the ieception of electronic data 
from an external data source characterised in that: 

i [ 

x) the apparatus enters into electronic 

comrmm il cation with the data source and sends 
an identification ^code to the data source , 

r ■ I 

■ j i 
t 

ii) the dat;a source confirms the identity of the 
apparatus and thereby determines what 
encryption key to juse in communicating with 
the apptaratus, • | 

1 i 

iii) the appbxatus sends a code to the data source 
identifying the data to be received by the 
apparatxts, i 

; i 

( ! * 

iv) the data, source transmits the identified data 
in encrypted form to the apparatus which 
decrypts that data and places it in the data 

storage! means , i 

i / 
i i 
'. [ 

v) the data source transmits a new encryption key 
to the apparatus , which key overwrites the 
previous encryption key, and 

j -3p- 
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25 



30 



vi) the communication between the aDDaxatus and 
the data source is broken. 

' t 

j I 

5 9 A method according to Claim 8 in which the means of 

electronic' communication between the apparatus and 
the data source is 'via; the telephone network. 

\ ■ 

10 A method according to ilaim 8 in which the means of 
10 electronic Communication between the apparatus and 

the data soiirce is via' the internet. 



11 A method according to any one of claims 8 to 10 in 
which the electronic data is electronically stored 

15 text and/or j graphics . j 

! i 

12 A method of fusing apparatus according to any one of 
claims l to; 7 for the transfer of electronic data 
between the j apparatus iad an external data store 

20 characterised in that: ; 



i) the apparatus enters into electronic 

communication with the data store which sends 
an identification 'code to the apparatus, 



ii) the apparatus confirms the identity of the 
data stiore and thereby determines what data 
store encryption key to use in communicating 

with, the data store, 

I | 

iii) the apparatus causes the transfer of 
preselected data tietween the apparatus and the 
data store in encrypted form, 

j ; * 

35 ■ iv) the receiver of tHe encrypted data decrypts 

that data and stores it, 
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v) the apparatus ■ transmits a new data store 
encryption key td the data store, which key 
overwrites the previous data store "encryption 
key, arid 

i 

f ; 

vi) the cxranuriication| between the apparatus and 
the data store isj broken. 

A method of : using apparatus according to any one of 
claims 1 to: 7 for the -transfer of electronic data 
between the I apparatus and an external data store 
characterised in that* \ 

i) the apparatus enters into electronic 
communication with the data store, 

t i 
( i 

ii) the apparatus causes the transfer of 
preselected data between the apparatus and the 

j ! 

data store in encrypted form, 

i *. ■ / i 

iii) the receiver oi tHe data stores the data, and 

! t 

1 ; 
I _ ; 
> i 

iv) the communication ^between the apparatus and 
the data store is 'broken. * 

A method according to dlaim 13 in which the 
electronic data is transmitted from the data store 
to the apparatus, and is saved in the apparatus in ' 

decrypted foirm. I 

f i . 

A method according to claim 13 in which the 
electronic data is transmitted from the apparatus 
to the data store, and is saved in the data store 
in encrypted form, the 'encryption key being a 
permanent encryption ke^r for that data held in the 
apparatus . | ! 

t i 

I ~P- 
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A method according to 'any one of claims 12 ^o 15 in-^ 
which, the dkta store will on interrogation l£j]r the £ 
apparatus, 'provide the ; apparatus with a list^df the ,.,v^ 
data stored: within the; data store. >v - ^- : ^ 

i r 

! \ 

A method according to any one of claims 12 to 16 in 
which the means of electronic communication between 
the apparatus and the data store is via electrical 

i 

or optical cable. 1 



i 



A method according to any one of claims 12 to 16 in 
which the m4ans of electronic commnm cation between 
the apparatus and the data store is via 
electromagnetic radiation. 

A method according to Anyone of claims 12 to 18 in 
which the electronic data is electronically stored 
tesct and/or [graphics . j 
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